
Judge blocks DOGE access to Social Security systems,
calls for deletion of data
Under the order, all DOGE team members associated with the organization's work at SSA must disgorge
and delete all non-anonymized personal information they obtained from SSA systems.
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A sign in front of the entrance of the Security Administration's main campus on March 19, 2025 in Woodlawn, Md.
(Photo by Kayla Bartkowski/Getty Images)

SHARE

A federal judge issued a temporary restraining order Thursday blocking Elon Musk’s
Department of Government Efficiency from further access to any Social Security
Administration systems that contain personally identifiable information.

Judge Ellen Hollander of the U.S. District Court for the District of Maryland also ordered that
all DOGE team members associated with the organization’s work at SSA, including Elon Musk and U.S.
DOGE Service leader Amy Gleason, must disgorge and delete all non-anonymized personal information
they obtained from the agency’s systems.

The decision is an initial victory in the case where Democracy Forward led a group of unions and an
advocacy organization in suing the Social Security Administration and its acting Commissioner Leland
Dudek for giving DOGE access to “some of the nation’s most sensitive data, including the financial data,
employment information, medical data, and personal addresses of millions of Americans,” according to the
initial complaint.
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“The American public may well applaud and support the Trump Administration’s mission to root out fraud,
waste, and bloat from federal agencies, including SSA, to the extent it exists. But, by what means and
methods?” Hollander wrote in her 137-page opinion. “The DOGE Team is essentially engaged in a fishing
expedition at SSA, in search of a fraud epidemic, based on little more than suspicion. It has launched a
search for the proverbial needle in the haystack, without any concrete knowledge that the needle is actually
in the haystack.”

Skye Perryman, president and CEO of Democracy Forward, said in a statement: “Today, the court did what
accountability demands–forcing DOGE to delete every trace of the data it unlawfully accessed. The court
recognized the real and immediate dangers of DOGE’s reckless actions and took action to stop it. This is
important not only for the millions of Americans whose personal data was at risk. Our team will continue its
legal efforts to ensure that this data remains protected and that those responsible are held accountable.”

While federal courts in other DOGE-related cases have reined in the team’s ability to access certain
systems, like at the Department of the Treasury, this is the first case in which a judge has ordered Musk’s
team to delete all data obtained in their efforts since entering government Jan. 20.

However, the temporary restraining order in this case is just that: a temporary injunction that will expire
after 14 days unless the court takes additional action. Now, the lawsuit will move for full consideration of
the judge to hear the plaintiffs’ case for a more permanent block of DOGE’s access to SSA systems.

Meanwhile, SSA will be able to still share redacted or anonymized data with DOGE as long as the receiving
party has received the requisite training to handle that data and passed a background check.

Additionally, the order allows for the DOGE team to access non-anonymized PII in cases where they
provide SSA with “a detailed explanation as to the need for the record and why, for said particular and
discrete record, an anonymized or redacted is not suitable for the specific use.”

By March 24, the SSA and DOGE defendants in the case will need to provide a status report to the court
detailing how they’ve complied with the order.

In response to the order, Dudek said Thursday that the order is too broad and that it somehow applies to all
Social Security employees, Bloomberg reported. He said following it would effectively cause the agency to
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Sen. Peters pushes for new probe of DOGE’s Social Security
Administration data dives

Letters to the SSA commissioner and OIG follow reporting that a DOGE
staffer said he put Numident and Master Death File data on a thumb drive
and…

BY 

“terminate access by all SSA employees to our IT systems,” threatening to move in that direction “and let
the courts figure out how they want to run a federal agency.” The order comes after Republicans on the
House Ways and Means Committee earlier this month struck down a resolution from Democrats that called
for documentation and other information related to  DOGE’s work at SSA.
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DOGE court filing  
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shows
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SSA official resigns after whistleblower complaint over DOGE database 
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Tech

 Trump admin sets $75.7B topline civilian
IT budget for 2027

 OMB wants more information and data
about government IT purchases

 HHS reverses a Biden-era reorganization
of top tech officials

 Takeaways from the new U.S. national
cyber strategy

Lawmakers aim to prevent sale of veterans’ data for AI, scams 
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Defense

TSA official blames shutdown for stalled tech efforts, praises ICE for airport assists

FAA seeks input on drone integration at airports

Energy Department sets up $293M funding opportunity for Genesis Mission teams

Starlink outage impacted Starshield, its defense communications service

MPEs gain momentum for sharing information with allied partners
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Cyber

State Department officials say they’re trying to set the tone globally on AI usage, as lawmakers question if
it’s enough

How 5G and mobile computing-at-the-edge are revolutionizing DOD’s future

FAA aims to build better defenses against cyber, quantum threats

Gottumukkala out, Andersen in as acting CISA director

Across party lines and industry, the verdict is the same: CISA is in trouble

White House looks to pilot AI, ‘empower CISOs’ in push to improve cyber resilienceThe votes are in for the 2025 FedScoop.

SEE THE WINNERS !

4/7/26, 8:52 PM Judge blocks DOGE access to Social Security systems, calls for deletion of data | FedScoop

https://fedscoop.com/doge-social-security-administration-restraining-order/ 8/10

https://fedscoop.com/state-department-officials-set-the-tone-globally-on-ai-usage/
https://fedscoop.com/state-department-officials-set-the-tone-globally-on-ai-usage/
https://fedscoop.com/state-department-officials-set-the-tone-globally-on-ai-usage/
https://fedscoop.com/state-department-officials-set-the-tone-globally-on-ai-usage/
https://defensescoop.com/2023/07/26/how-5g-and-mobile-computing-at-the-edge-are-revolutionizing-dods-future/
https://defensescoop.com/2023/07/26/how-5g-and-mobile-computing-at-the-edge-are-revolutionizing-dods-future/
https://defensescoop.com/2023/07/26/how-5g-and-mobile-computing-at-the-edge-are-revolutionizing-dods-future/
https://fedscoop.com/dot-faa-cybersecurity-quantum-modernization/
https://fedscoop.com/dot-faa-cybersecurity-quantum-modernization/
https://fedscoop.com/dot-faa-cybersecurity-quantum-modernization/
https://cyberscoop.com/cisa-leadership-change-madhu-gottumukkala-nick-andersen/
https://cyberscoop.com/cisa-leadership-change-madhu-gottumukkala-nick-andersen/
https://cyberscoop.com/cisa-leadership-change-madhu-gottumukkala-nick-andersen/
https://cyberscoop.com/cisa-personnel-cuts-trump-second-term-analysis/
https://cyberscoop.com/cisa-personnel-cuts-trump-second-term-analysis/
https://cyberscoop.com/cisa-personnel-cuts-trump-second-term-analysis/
https://fedscoop.com/white-house-looks-pilot-ai-empower-cisos-push-improve-cyber-resilience/
https://fedscoop.com/white-house-looks-pilot-ai-empower-cisos-push-improve-cyber-resilience/
https://fedscoop.com/white-house-looks-pilot-ai-empower-cisos-push-improve-cyber-resilience/
https://fedscoop.com/list/fedscoop-50-2025-winners/
https://fedscoop.com/


FedScoop TV

Energy Department has cyber threats to infrastructure in mind with $70 million funding offer

How NIWC Atlantic is approaching zero trust and trusted user policies
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